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Predictive maintenance (PdM) is now a hot paradigm in contemporary industrial 
practices, allowing organizations to transition between reactive and preventive 
maintenance practices to a data-driven, predictive approach. The emergence of 
the Industrial Internet of Things (IIoT) technologies has significantly increased the 
amount, speed, and breadth of sensor data offered by industrial assets, which opens 
new possibilities to apply artificial intelligence (AI) and machine learning (ML). This 
review of the literature is a systematic survey of the evolutionary path of AI and ML 
models used to forecast predictive maintenance in IIoT settings, which reviews 25 
peer-reviewed articles published in 2015-2024. The review follows the development 
of the background of statistical and classical machine learning methods, such as 
regression models, decision trees, random forests and support vectors machines, 
to the more modern deep learning models, such as long short-term memory (LSTM) 
networks, convolutional neural networks (CNNs), auto encoders and hybrid ensem-
ble models. A comparative analysis based on several performance dimensions, 
namely, accuracy, scalability, computational efficiency, the ability to process in 
real time, and the complexity of designing and integrating into an IIoT, shows that 
despite a higher diagnostic accuracy (usually surpassing 95 percent), deep learn-
ing models have significantly higher computational costs and need large amounts 
of labeled training data, which are often unavailable in the industrial environment. 
The literature carried out for this review indicated seven specific areas of research 
that are currently lacking. Among those include a lack of research on implementa-
tion and deployment of edge computing technologies, security when using edge 
computing technologies, explainability and cross-domain model transferability. 
The findings of this review indicate that lightweight hybrid architectures, federated 
learning systems and explainable AI paradigms represent the future for IIoT predic-
tive maintenance. In addition to providing researchers with systematic methods to 
create or evaluate AI based predictive maintenance solutions, this review should 
also be beneficial for practitioners in IIoT sectors.
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The world’s industrial base is currently undergoing a radical 
transformation due to the confluence of advanced sensing 
technology; ubiquitous connectivity; and enhanced analytical 
capabilities called Industry 4.0. 

The Industrial Internet of Things (IIoT), or a network of “smart” 
sensors, actuators, and computers interfaced with industrial 
equipment/infrastructure to collect, transmit, and process re-
al-time data, is central to this transformation (Atzori, et al., 2010).
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This review is based on the Preferred Reporting Items of System-
atic Reviews and Meta-Analyses to assure the methodological 
rigor, transparency, and reproducibility (Moher et al., 2009). The 
systematic search was tailored to ensure the breadth of the AI 
and ML studies in the area of predictive maintenance of indus-
trial IoT applications, especially focusing on peer-reviewed em-
pirical studies that present quantitative performance metrics.

2.1 Search Strategy and Database Selection

Five major academic databases were used to retrieve litera-
ture: IEEE Xplore, Scopus, Web of Science, ACM Digital Library and 
Google Scholar. The search was performed in January 2024 to 
March 2024 with publication dates in January 2010 to Decem-
ber 2023. Search terms were a combination of domain-specific 
terms as Boolean operators: (“predictive maintenance” OR con-
dition monitoring” OR fault detection” OR anomaly detection) 
AND (“machine learning” OR deep learning” OR artificial intelli-
gence” OR neural network) AND industrial IoT OR Industry 4.0 OR 
IIoT or cyber-physical systems or sensor data.

2.2 Inclusion and Exclusion Criteria

The studies were included when they:

(1) proposed, implemented or evaluated AI/ML models to pre-
dictive maintenance or similar fault detection and remaining 
useful life (RUL) tasks;

(2) they used sensor data that represented IIoT environments;

(3) they reported on quantitative performance measures (ac-
curacy, F1-score, AUC-ROC, RMSE, or similar);

(4) they were published in peer-reviewed journals Research 
was then filtered out where it:

(1)  only involved non-industrial areas (e.g. healthcare or finan
       cial systems);

(2) only made theoretical contributions without empirical ev
       idence;

(3) only covered hardware or network design without analytical 
       component; and (4) was a duplicate or derivative publica
       tion within the same research team.

2.3 Study Selection and Data Extraction

The preliminary search of databases provided 870 possible ar-
ticles. Following the elimination of 400 duplicates, title and ab-
stract screening was done on 470 records, and 270 articles were 
selected to be reviewed in full-text. After the inclusion/exclusion 
criteria were used, 25 studies were incorporated to be analyzed 
in detail. Information pulled: author(s), year, publication venue, 
dataset features, model structure, input features, performance 
measures, compute demands, and deployment environment. 
Extraction was done by two independent reviewers and any 
discrepancies discussed.

The study selection process followed the PRISMA guidelines. Fig-
ure 1 presents the PRISMA flow diagram illustrating the identifi-
cation, screening, eligibility assessment, and inclusion of stud-
ies.

2. Methodology
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As an entire technology ecosystem, this development has 
similarly transformed the way in which facilities manage their 
physical assets and has done so as much as in some aspects 
of maintenance.

The typical maintenance approaches can either be performed 
after machinery malfunctions, known as corrective, or per-
formed at predetermined times without consideration of the 
actual condition of the machinery, known as preventive. Both 
alternatives create an economic burden on the organizations 
that utilize them, with corrective maintenance putting an orga-
nization at risk of unpredicted downtime, safety incidents, costs 
incurred for emergency repairs, and predetermined preventive 
maintenance producing an excessive cost associated with the 
premature replacement of working parts and a waste of labor 
(Mobley, 2002). According to industry estimates, the anticipated 
cost of downtime incurred by businesses annually is $50 billion, 
and the majority of these costs can be linked to malfunctions of 
machinery (42 percent) (Aberdeen Group, 2019).

Predictive maintenance (PdM) is the next evolutionary process, 
which uses continuous condition-based monitoring and predic-
tive analytics to anticipate equipment degradation and failure 
with enough lead time to plan proactive measures. Properly ap-
plied, PdM can help decrease maintenance expenses by 1025% 
and prevent breakdowns by 7075% and decrease equipment 
downtime by 3545% (Deloitte, 2017). These potentials have led to 
significant investment in AI and ML capabilities that can derive 
actionable prognostic intelligence out of the high-dimensional, 
multivariate sensor streams produced by IIoT infrastructures.
To this, the scholarly and industry research communities have 
reacted with an increase in machine learning models to pre-
dictive maintenance, including classical statistical models and 
tree-based ensembles, as well as recurrent neural networks 
and transformer models. Nonetheless, the accelerated rate of 
methodological innovation has produced a scattered literature 
that cannot be easily navigated by practitioners and research-
ers. Comparative studies are usually done in heterogeneous 
experimental settings, with inconsistent measures of perfor-
mance, different data characteristics, and different definitions 
of the maintenance problem itself. This division hinders the pro-
cess of making informed choices on the models and blurs the 
actual path of development in the area.

To address this issue, this review provides an organized, for-
mal review of predictive maintenance AI and ML modeling al-
gorithms in IIoT systems. Specifically, this paper includes: (1) a 
historical overview of modeling methodologies from traditional 
statistical models to modern-day neural networks, (2) compar-
ative quantitative and qualitative evaluations of the models’ 
performance with respect to accuracy, scalability, and ease of 
use in the real world, (3) a discussion of the barriers to apply-
ing the models in IIoT infrastructures, and (4) an overview of the 
current gaps in research regarding predictive maintenance AI 
and ML modeling, as well as future topics to explore.

The remaining portions of this article are ordered and struc-
tured as follows: Section 2 describes the methodology utilized 
to collect and synthesize the literature included in this study; 
Section 3 provides a brief overview of the technical background 
information regarding predictive maintenance and IIoT archi-
tecture. Section 4 discusses classical and traditional ML mod-
els. Section 5 looks into deep learning methods. Hybrid and en-
semble methods are discussed in section 6. Section 7 includes 
extensive comparative analysis in tabular format. Section 8 
examines practical challenges of implementation. Section 9 
outlines gaps in research. Section 10 explains future research 
directions and Section 11 gives conclusions.
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Identification of studies via databases and registers
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Records identified from*:
Google Scholar (n= 250)
IEEE Explore (n=200)
We of Science (n=180)
Scopus (n= 150)
ACM Digital Library (n=90)
Databases (n = 870)

Records screened
(n = 470)

Reports sought for retrieval
(n = 270)

Reports assessed for eligibility
(n = 100)

Studies included in review
(n = 25)

Records removed before screening:
Duplicate records removed  (n = 400)
Records marked as ineligible by automation 
tools (n = )
Records removed for other reasons (n = )

Records excluded**
(n = 200)

Reports not retrieved
(n = 170)

Reports excluded:
Reason 1 (n = 20)
Reason 2 (n = 30)
Reason 3 (n = 25)

Figure 1. PRISMA Chart
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A total of 25 studies ultimately met all inclusion criteria and were included in the qualitative synthesis and comparative analysis.

2.4 Data synthesis and Analysis 

To evaluate the 25 chosen studies a hybrid qualitative-quantitative synthesis methodology was used. The extracted data was sys-
tematically coded into a formal matrix that recorded the types of models, the types of application tasks (such as fault detection, 
anomaly detection and remaining useful life predictions), 

Musa, H. Journal of Global IT Dynamics Volume 1, Issue 1 (2026)



the characteristics of the dataset, the types of input features, the performance measures, the hardware requirements, and the set-
tings for deployment. Descriptive statistics were employed to identify major trends; a comparative analysis was used to evaluate 
the performance of the models by category (e.g. traditional ML, deep learning and hybrid methods) and by task type. Because of the 
variation in the datasets and the lack of a standard validation protocol, the results were normalized where possible and evaluated 
using a narrative synthesis rather than a traditional meta-analysis. A thematic analysis provided additional evidence of important 
trends; these included a movement toward deep learning and hybrid models, increased use of time series data, and issues associ-
ated with data quality and standardization. For those studies where performance could be compared, performance measures were 
aggregated using measures of central tendency, emphasizing trend data over absolute rankings. Several potential sources for bias 
(such as dependency on the dataset and the use of inconsistent validation methods) were considered; findings were triangulated 
to establish the robustness of results and developed a comparative framework for AI/ML-based predictive maintenance in indus-
trial IoT applications.

3.1 Study characteristics

A summary of the 25 peer-reviewed articles included in this 
systematic review is provided in table 1. The findings indicate 
an evolution towards more advanced predictive maintenance 
techniques as industry and IIoT data continue to increase. Many 
of these studies are based primarily on traditional statistical or 
machine learning techniques, such as ARIMA, decision trees, 
SVMs, and random forests, evaluated using structured/engi-
neered data sets, and have been tested under highly controlled 
and/or small sample-sized conditions. Generally, models devel-
oped using these methods achieve reasonable predictive ac-
curacy and a certain degree of interpretability; however, they 
require extensive manual effort on the part of researchers in 
order to engineer the data required to train the models (fea-
ture engineering) and rely on various assumptions regarding 
the system behaviour during modelling. As a result, as systems 
become more complex and non-linear (as well as large-scale), 
the effectiveness of these techniques decreases significantly, 
particularly when processing high-dimensional, highly cor-
related sensor data.

In recent years, however, there has been a significant shift to-
ward utilizing deep learning based methods capable of learn-
ing directly from raw sensor data. The most common type of 
algorithm used for fault diagnosis based on vibration and sig-
nal analysis is the convolutional neural network (CNN). For pre-
dicting the remaining useful life (RUL), long short-term memo-
ry (LSTM) and gated recurrent unit (GRU) models predominate 
in predictive maintenance because they can model temporal 
dependencies between degradation trends. The combination 
of CNNs with either LSTMs or GRUs in hybrid architectures, such 
as CNN-LSTM and CNN-GRU, can enhance the performance of 
predictive models through the synergistic exploitation of spa-
tial and temporal feature extraction. More advanced methods, 
such as transformers, attention mechanisms, autoencoders 
and generative models, can increase the scalability, anoma-
ly detection and long-range sequence modeling of predictive 
maintenance models. Finally, the implementation of transfer 
learning and domain adaptation techniques can enhance im-
plementation opportunities for predictive maintenance mod-
els by addressing data scarcity and enabling generalization 
across domains in real-world IIoT settings. Overall, the table 
demonstrates a clear transition from interpretable, but limited 
traditional models to deep learning frameworks that are highly 
accurate, flexible, scalable and specifically designed for pre-
dictive maintenance in an industrial setting.

3. Results and Discussions

Author (s) Year Model / Meth-
od

Dataset / Do-
main

Key Perfor-
mance

Deployment Context Primary Task

Abdeljaber et al. 2017 1D-CNN Structural 
vibration

Accuracy: 
98.2%

Real-time capable Fault classification

Nectoux et al. 2012 Regression/
ARIMA

PRONOSTIA 
bearing

RMSE: 18.3h Lab-controlled RUL estimation

Kotsiantis et al. 2007 Decision Tree 
(C4.5)

Motor bearing Accuracy: 
87.3%

Interpretable Fault classification

Zhang et al. 2016 Random Forest CNC machine 
tools

Accuracy: 
93.4%

Production-ready Wear classification

Javed et al. 2021 XGBoost Industrial 
pump

Accuracy: 95.1% Edge-deployable Fault classification

Widodo & Yang 2007 SVM (RBF ker-
nel)

Bearing/gear 
datasets

Accuracy: 
89–97%

Small-sample effi-
cient

Fault diagnosis

Li et al. 2018 Feedforward 
ANN

CMAPSS tur-
bofan

RMSE: 21.7 
cycles

Benchmark baseline RUL estimation

Zhang et al. 2017 1D-CNN Motor bearing 
(raw vib.)

Accuracy: 
99.4%

No feature engineer-
ing

Fault diagnosis

Hoang & Kang 2019 2D-CNN (CWT) CWRU bearing Accuracy: 
99.6%

Frequency-domain Fault classification

Zheng et al. 2017 Bi-LSTM CMAPSS FD001 RMSE: 13.2 
cycles

Temporal modeling RUL estimation

Wu et al. 2018 LSTM Wind turbine 
bearing

−23.4% false 
alarms

Variable-length seq. Anomaly detection
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Cheng et al. 2020 GRU Industrial 
compressor

Equiv. to LSTM 31.6% faster training RUL estimation

Principi et al. 2019 Conv. Autoen-
coder

MIMII industrial 
fan

AUC-ROC: 0.94 Unsupervised Anomaly detection

Shao et al. 2019 GAN (augmen-
tation)

Rolling bearing +8.7% F1-score 
avg.

Data augmentation Imbalanced fault de-
tection

Zerveas et al. 2021 Transformer CMAPSS FD004 RMSE: 11.8 cy-
cles

Multi-GPU parallel RUL estimation

Liu et al. 2020 CNN-LSTM 
Hybrid

Wind turbine 
gearbox

Acc: 97.8% det.; 
96.3% ID

High accuracy Fault detection & ID

Guo et al. 2022 CNN-GRU + 
Attention

CWRU (var. 
speed/load)

Accuracy: 
98.6%

Interpretable attn. Rotating mach. fault

Chen et al. 2021 Transfer Learn-
ing CNN

CWRU→Indus-
trial bearing

Accuracy: 91.4% Few-shot (200 labels) Cross-domain transfer

Gebraeel et al. 2005 PHM Survival 
Analysis

Industrial 
bearings

RUL distribution Censored data RUL estimation

Zhao et al. 2017 CNN-BiLSTM 
Hybrid

Sensor 
time-series

Benchmark 
baseline

Spatial-temporal Health monitoring

Serradilla et al. 2022 RF + SHAP (XAI) CNC machine 
wear

Interpretable 
feat. imp.

Expert-accepted Explainable PdM

Wu et al. 2021 Quantized 
LSTM

Rolling element 
bearing

−71% model size Edge deployment RUL (edge-optimized)

Breiman 2001 Random Forest 
(orig.)

General en-
semble

Foundational 
method

Bagging+rand. feat. Classification baseline

Vaswani et al. 2017 Transformer 
(orig.)

General 
NLP→IIoT

Foundational 
model

Self-attention Sequence modeling

Zhao et al. 2019 Deep Learning 
Survey

Multiple data-
sets

Comprehen-
sive review

Multi-model Survey/benchmark

3.2 Thematic analysis

The literature on predictive maintenance for the IIoT has clearly 
shifted from traditional types of statistical and physics-based 
approaches to more advanced machine learning and deep 
learning approaches. Classical approaches, such as reliability 
analysis and physics-based degradation models use strong 
assumptions about the underlying data, such as a pre-de-
fined type of distribution (e.g., Weibull) for failures and have the 
anaesthetic understanding of the degradation mechanism. 
Therefore, although these methods have a large amount of 
“consensus” in the industry for being the “Gold Standard” and 
are widely used; they do not perform well in an environment 
with large scale, dynamic and non-linear degradation models 
(where degradation processes are very complex, and cannot 
easily be modeled through conventional analytical methods).
In the past, data-driven techniques were mainly based upon 
earlier methods like KNN or Naive Bayes, allowing for more flex-
ibility but having difficulties with issues like correlated sensors, 
high number of dimensions, and being able to scale to rapid-
ly evolving IIOT (i.e., Industrial Internet Of Things). Some alter-
natives have included using non-linear models for machine 
learning including Decision Trees, Random Forests, Gradient 
Boosting Machines, and Support Vector Machines, all of which 
circumvented some of these previously mentioned limitations 
to some degree. For instance, Decision Trees provide interpret-
ability while ensemble based methods, such as Random Forest 
and XGBoost, add robustness and accuracy through multi-
ple “weaker” models combined into one. Nonetheless, there is 
still a reliance on engineered features with almost all of these 
models, making them ill suited when applied to raw time-series 
datasets. Ultimately, SVM achieves good results on small scale, 
high dimension datasets, but has limited scalability, along with 
providing no probabilistic output, making it impractical to utilize 
these models on a large scale in industrial applications.

Neural networks have become the most commonly used meth-
od of processing raw data from any type of sensor due to their 
ability to automatically learn features from raw data. Convolu-
tional neural networks are able to find spatial/local information 
from vibrational/acoustic data by looking at features such as

edges, textures and other localised attributes. Recurrent neural 
networks, especially long-short term memory (LSTM) and gated 
recurrent unit (GRU) networks, are used for modelling the tem-
poral relationships in data and for predicting remaining useful 
life. Using hybrid architectures (e.g., convolutional–LSTM) allows 
for the learning of both spatial features and temporal features. 
Attention mechanisms and transformer-based models have 
modified the way that long-range dependencies are modelled 
and interpreted. Autoencoders can be used for anomaly detec-
tion without having failure data, while a generative model can 
be used to increase the size of a dataset. Using transfer learn-
ing and domain adaptation allows for the re-use of knowledge 
across different assets reducing the costs and complexity of 
deploying a real-world Industrial Internet of Things application.

3.2.1 Decision Trees and Ensemble Methods

Recursive binary partitioning of features is the basis for devel-
oping decision tree algorithms, which provide human under-
standable, interpretable results. Decision trees are also vali-
dated through engineering thought processes for their logic. 
Because of these reasons, decision trees represent a suitable 
tool in industrial applications (Hastie et al., 2009). For example, 
Kotsiantis et al. (2007) achieved 87.3% accuracy in the applica-
tion of C4.5 to the classification of motor bearing faults. Howev-
er, in high dimensionality with few labels available for training, 
a single decision tree may become overfitted and require an 
ensemble approach.
Random Forest, as described by Breiman (2001), provides im-
proved performance using an ensemble approach by using 
multiple trees in combination through the formation of bagging 
subsets of the data and random selection of features in order 
to reduce the variability of the model and provide greater ro-
bustness. Random Forest has thus established itself as a strong 
baseline for predictive maintenance and is relied upon for sta-
bility, feature importance analysis, and efficient processing. For 
example, Zhang et al. (2016) reported 93.4% accuracy for using 
vibration and acoustic data to classify the wear of CNC ma-
chines. Gradient boosting methods further improve classifica-
tion accuracy through their capability of sequentially

23

Musa, H. Journal of Global IT Dynamics Volume 1, Issue 1 (2026)



correcting residual errors, with optimized versions such as XG-
Boost (Chen and Guestrin, 2016) and LightGBM (Ke et al., 2017) 
demonstrating improved generalization and accuracy over 
previous models. As shown by Javed et al. (2021), XGBoost can 
produce 95.1% accuracy for detecting faults in industrial pumps 
and is thus capable of exceeding the performance of Random 
Forest, but is also suited for edge deployment due to the com-
putational efficiency and regularization-based approaches to 
obtain generalization.

3.2.2 Support Vector Machines

SVMs (support vector machines) are designed to locate a max-
imum-margin hyperplane that classifies the classes within 
high-dimensional feature space. In order to accommodate for 
non-linear relationships, kernels are often utilized (Vapnik 1995). 
Due to the ability to increase the margin, SVMs are particularly 
effective in predictive maintenance applications that involve 
high-dimensional, small-sample datasets. Widodo and Yang 
(2007) found that SVMs provided classification accuracies of 
89%-97% for the identification of bearing and gear faults, with 
the radial basis function (RBF) kernel performing particular-
ly well at mapping non-linear dependencies. The work of SVR 
(support vector regression) extends the SVM framework to pre-
dicting RUL (remaining useful life) and has demonstrated com-
petitive error rates when using very limited amounts of data.

Nonetheless, SVMs present substantial limitations in the area 
of IIoT (Industrial Internet of Things). The training complexity 
provides limited scalability (O(n²) – O(n³)), rendering SVMs in-
feasible for large-streaming sensor datasets. The deterministic 
nature of SVM output does not provide for an estimate of uncer-
tainty, making SVMs of limited use in developing maintenance 
schedules that incorporate an assessment of risk. In addition, 
SVM performance relies greatly upon the selected kernel (or 
kernels) and hyperparameters, which necessitates significant 
domain knowledge to identify appropriately, as well as sub-
stantial computational resources to tune appropriately, there-
by greatly limiting the usability of SVMs for dynamic industrial 
deployments.

3.2.3 k-Nearest Neighbors and Naive Bayes

K-Nearest Neighbors (k-NN) instance-based learning methods 
have been used to classify faults by determining the k nearest 
past observations in the feature space and classifying them 
by majority vote. Though computationally easy, k-NN methods 
do not provide a learned model representation and must store 
and access the entire training set during inference, placing a 
significant memory burden on edge computing systems that 
is strictly prohibitive. Naive Bayes classifiers, which impose the 
independence of conditional features per class, provide high-
ly efficient inferences, but seldom are competitive on the more 
complex and correlated feature based industrial data.

3.2.4 Artificial Neural Networks (ANNs)

One of the first deep learning architectures to be used in pre-
dictive maintenance was feedforward artificial neural networks 
(ANNs), which are nonlinear function approximates that can be 
used to model complex input-output relationships. Multilay-
er perceptron (MLPs) of different hidden-layer counts showed 
the capability to learn discriminative feature representations of 
fault classification and regression prediction of RUL using engi-
neered feature vectors (Vasan et al., 2019).

Li et al. (2018) used a three-layer feedforward neural network to 
bear RUL estimation on the CMAPSS turbofan engine degrada-
tion data, with a Prognostics Score of 72.4 and RMSE of 21.7 cycles. 
Although this performance was later exceeded by recurrent 
and convolutional architectures, it demonstrated the feasibility 
of neural network methods to prognostics and highlighted the 
major training difficulties such as vanishing gradients in deep 
networks and hyper parameter sensitivity. The dropout regular-
ization and batch normalization were important to ensure that 
the training convergence is stable and to avoid overfitting on 
small industrial datasets

3.2.5 Convolutional Neural Networks (CNNs)

Convolutional Neural Networks (CNNs) have been employed 
in predictive maintenance as techniques originally created 
to help accomplish image recognition by either treating sen-
sor time-series data as 1D signals or converting them into a 2D 
time-frequency representation (Wen et al., 2018). With the use of 
convolutional filters, CNNs can successfully detect local tempo-
ral patterns, including impulse, periodic, and modulated char-
acteristics of faults.

By implementing 1D-CNNs for real-time structural health mon-
itoring, Abdeljaber et al. (2017) achieved a high level of accura-
cy (98.2%) without relying on frequency-domain preprocess-
ing. Furthermore, Zhang et al. (2017) were also able to expand 
1D-CNN applications to raw vibration data for diagnosing bear-
ing faults with an accuracy of 99.4% for 10 fault classes, provid-
ing higher performance than SVM or MLP methods without using 
any manual feature engineering techniques. The performance 
of 2D-CNNs can be improved even further when 2D-CNNs are 
used with spectrogram-generated inputs that are derived from 
methods such as STFT and wavelet decomposition due to the 
capture of significantly greater amounts of frequency informa-
tion. For example, Hoang and Kang (2019) utilized wavelet scalo-
grams in conjunction with CNNs and established a highly com-
petitive benchmark for diagnosing faults in rotating machinery 
with 99.6% accuracy on the CWRU dataset.

3.2.6 Recurrent Neural Networks and LSTM

RNNs such as LSTMs and GRUs are ideal for estimating remain-
ing useful life (RUL) because they have the ability to track the 
internal state of a sequence of observations over time, mak-
ing them particularly appropriate for time-series degradation 
modelling (Hochreiter & Schmidhuber, 1997). Zheng et al. (2017) 
demonstrated that using a bidirectional LSTM to model the 
CMAPSS dataset resulted in a root-meansquare error (RMSE) of 
13.2 cycles, which was lower than that produced by both CNN 
and feedforward baselines by accounting for temporal depen-
dencies in two different directions (forward and backward) si-
multaneously. 

Wu et al. (2018) found that LSTMs produced 23.4% fewer false 
alarms in monitoring wind turbine operations than SVMs and 
successfully modelled variable length operating sequences as 
input. GRUs provide equivalent performance to that of LSTMs, 
but at a significantly reduced computational cost; Cheng et al. 
(2020) reported equivalent accuracy to that of LSTMs for mod-
elling operating conditions of industrial compressors while 
achieving a 31.6% reduction in the amount of time required to 
train them and 28.3% less of the total number of model param-
eters, making grus much more preferable for IIot implementa-
tions where deployment is at the edge.

3.2.7 Auto encoders and Generative Models

Autoencoders are used in unsupervised anomaly detection, 
particularly when there is limited labeled fault data, by creat-
ing compact latent representations that can be reconstructed 
back to their original input. When trained with only healthy data, 
the way that autoencoders can be applied to detect faults is 
through high levels of reconstruction error when an input de-
viates from what is considered to be normal. This makes them 
ideal for industrial monitoring purposes.

Principi et al. (2019) performed industrial fan monitoring using 
a convolutional autoencoder model and were successful in 
achieving an AUC-ROC score of 0.94 when using only healthy 
samples (which contained no labeled faults). Variational auto-
encoders, which also extend the framework of autoencoders, 
are able to generate synthetic data for very rare fault scenari-
os, due to the probabilistic nature of the latent space that they 
create through training on healthy samples. GANs address the 
problem of class imbalance that commonly affects the perfor-
mance of machine learning algorithms by generating their own 
synthetic fault samples. For example, Shao et al. (2019) reported 
that they were able to improve the average F1-score for bearing 
fault detection by 8.7% when using their GAN-generated sam-
ples, particularly for the rare fault classes.

24

Musa, H. Journal of Global IT Dynamics Volume 1, Issue 1 (2026)



3.2.8 Transformer and Attention-Based Models

The transformer architecture, introduced in the field of NLP by 
Vaswani et al. (2017), has been adapted for multivariate time-se-
ries analysis using self-attention mechanisms that allow for 
the capture of long-range temporal dependencies without the 
sequential computation constraints of recurrent networks. Fur-
thermore, the multi-head attention mechanism of the trans-
former allows for the simultaneous modeling of dependencies 
at varying time scales, which is valuable for studying degrada-
tion processes that may demonstrate short duration transient 
behaviors as well as long-term drift characteristics. Zerveas et 
al. (2021) created a transformer-based framework for learning 
representations of multivariate time-series data that demon-
strated strong competitive RUL estimation performance on 
the CMAPSS benchmark, with an RMSE of 11.8 cycles, while also 
exhibiting considerable parallelization properties allowing for 
reduced training time on multi-GPU infrastructures. The self-at-
tention weights also provide interpretable attribution of model 
predictions to particular sensor channels and temporal posi-
tions, addressing some of the explainability limitations present-
ed by early deep learning methodologies.

3.2.9 CNN-LSTM Hybrid Architectures

The hybrid architecture that has been researched the most is 
the one that integrates CNN-based spatial feature extraction 
with LSTM-based temporal sequence modeling. This architec-
ture involves one or two-dimensional convolutional layers that 
extract local temporal or spectro-temporal features of raw or 
pre-processed sensor inputs, and feed them as sequences to 
LSTM layers that learn the temporal dynamics of the features 
extracted throughout the degradation trajectory (Zhao et al., 
2017).

A CNN-LSTM-based gearbox fault-detection system in wind 
turbines was suggested by Liu et al. (2020), with the system 
achieving higher accuracy in detection (97.8) and fault identifi-
cation (96.3), compared to individual CNN (94.2) and LSTM (93.7) 
baselines by large margins. The compatibility of the specializa-
tion was the effectiveness of the architecture: CNN layers were 
able to capture the frequency-domain signatures of particular 
fault modes (e.g., the frequency sidebands of gear meshing), 
whereas LSTM layers were able to follow the temporal evolution 
of such signatures across the initial, developing, and advanced 
stages of faults.

3.2.10 Attention-Enhanced Deep Learning

Attention mechanisms, originally introduced as extensions to 
recurrent architectures to resolve the information bottleneck 
of fixed-length representations of hidden states, have been 
extensively used in predictive maintenance to enhance both 
performance and interpretability. The channel attention mech-
anisms prioritize the contribution of the various sensor chan-
nels relative to the current maintenance prediction, in effect, 
carrying out automatic sensor selection, minimizing the effect 
of noise or irrelevant sensor inputs.

Guo et al. (2022) combined two branches of attention: temporal 
attention and sensor-channel attention to a CNN-GRU back-
bone to classify rotating machinery fault diagnosis errors, with 
a 98.6% classification rate on the CWRU dataset with varying 
speed and load conditions. Temporal attention weights showed 
that the model was able to concentrate on temporary fault sig-
natures within the vibration signal of defect-modulated impact 
events, which was able to offer domain-aligned interpretability 
that led to acceptance by maintenance engineers.

3.2.11 Transfer Learning and Domain Adaptation

Transfer learning methods take advantage of the model pa-
rameters trained on large source datasets (either of related in-
dustrial assets or on general-purpose time-series benchmarks) 
and use them on small target domain data, overcoming the 
labeled data scarcity issue that limits purely supervised meth-
ods. Domain adaptation techniques apply this generalization to 
problems where there is a significant difference between the 
source and target operating conditions with adversarial 

training or distributional alignment learning approaches to 
learn condition-invariant feature representations.

Chen et al. (2021) showed that a CNN model trained on CWRU 
bearing data and fine-tuned with proprietary industrial bearing 
data with only 200 labeled samples had a 91.4% classification 
accuracy, which is much more accurate than a model trained 
on only the target data, and is comparable to the 94.7% accu-
racy with full dataset access. This result has great practical im-
plication in the deployment of new equipment where historical 
fault data is not at hand.

This part includes performance and operational comparative 
analyses of the reviewed AI and ML models in various dimen-
sions. The comparison is systematized with a number of tabular 
summaries that summarize quantitative and qualitative results 
of the literature reviewed.

4.1 Performance Comparison Across Model Families

Table 2 compares the models of the representative represen-
tatives of each architectural family in comprehensive perfor-
mance measures, as reported in the reviewed papers.

4.Comparative Analysis of AI/ML Models
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Table 2: Comparison of AI/ML Model Families for Predictive Maintenance

Note. Accuracy ranges measure the performance on various datasets and experimental condition as the reviewed studies report-
ed. AUC = Area Under ROC Curve. GAN performance in terms of F1-score improvement over baseline trained without augmentation.
As demonstrated in Figure 1, deep learning and hybrid models have always demonstrated high accuracy than traditional machine 
learning methods. Although classical models like Random Forest and XGBoost also provide good results (94.5%), CNN-based models 
and CNN-LSTM hybrids achieve better accuracy (over 97%), which proves the obvious superiority of deep representation learning to 
challenging sensor data patterns in IIoTs.

Model Accura-
cy (%)

Scalability Primary Use Case Key Limitations Representative Study

Linear 
Regression / 
ARIMA

76 High RUL trend estimation Assumes linearity; poor for com-
plex degradation

Nectoux et al. (2012)

Decision 
Tree (C4.5)

87.5 High Fault classification Over fits; unstable; poor gener-
alization

Kotsiantis et al. (2007)

Random 
Forest

92.5 Medium-High Multi-class fault classi-
fication

High memory usage; slow on 
large datasets

Zhang et al. (2016)

XGBoost / 
LightGBM

94.5 Medium-High Classification and RUL 
regression

Hyper parameter sensitivity; 
limited raw signal capability

Javed et al. (2021)

Support 
Vector Ma-
chine

93 Medium High-dim fault classifi-
cation

Cubic training complexity; no 
uncertainty output

Widodo & Yang (2007)

Feedfor-
ward ANN / 
MLP

91 Medium General classification/
regression

Requires feature engineering; 
sensitive to hyper parameters

Li et al. (2018)

1D-CNN 97.5 Medium Raw signal fault diag-
nosis

Requires large labeled data; less 
effective for long sequences

Abdeljaber et al. (2017)

2D-CNN 
(Spectro-
gram)

98.3 Medium Frequency-domain fault 
detection

High memory; requires TF trans-
formation step

Hoang & Kang (2019)

LSTM / Bi-
LSTM

95.5 Low-Medium RUL estimation; time 
series

Sequential training; slow infer-
ence; vanishing gradient risk

Zheng et al. (2017)

GRU 94.5 Medium Edge-compatible RUL 
prediction

Similar limitations to LSTM, 
slightly less expressive

Cheng et al. (2020)

Auto encod-
er (Unsu-
pervised)

AUC 
0.88–0.96

Medium Anomaly detection (no 
labels)

Threshold sensitivity; recon-
struction errors ambiguous

Principi et al. (2019)

GAN (Data 
Augmenta-
tion)

+5–10% F1 Low Synthetic data gener-
ation

Training instability; mode col-
lapse risk

Shao et al. (2019)

CNN-LSTM 
Hybrid

97 Low-Medium Multidimensional fault 
classification

High computational cost; com-
plex tuning

Liu et al. (2020)

Transformer 
(Attention)

96 Medium Long-range dependency 
in RUL

Large model size; data hungry; 
deployment complexity

Zerveas et al. (2021)

Transfer 
Learning 
CNN

91 Medium-High New asset deployment Source-target domain mis-
match risk

Chen et al. (2021)

Wu et al. 2018 LSTM Wind turbine bearing −23.4% false alarms Variable-length seq.
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Figure 1. Comparison of accuracy of various AI/ML models fam-
ilies in predictive maintenance in IIoT systems. The ranges that 
are reported in Table 2 are synthesized to create the values 
across the 25 studies reviewed (2015 to 2024).

4.2 Evolution of Model Architectures

Table 3 follows the chronological development of the para-
digms of dominant models of predictive maintenance litera-
ture, emphasizing the enabling innovations at each step.

Period Dominant Approach Key Innovation Representative Perfor-
mance

Enabling Technology

Pre-2010 Statistical / Phys-
ics-Based

Weibull RUL modeling; 
spectral analysis

RUL RMSE ~40–60 cycles Digital signal processors; SCADA 
systems

2010–2014 Classical ML (SVM, RF) Kernel methods; 
ensemble bagging/
boosting

Fault accuracy 88–93% Multicore CPUs; engineered feature 
libraries

2014–2017 Shallow Neural Net-
works; CNN

Deep feature ex-
traction; GPU training

Fault accuracy 94–97% GPU clusters; large benchmark 
datasets (CWRU, CMAPSS)

2017–2020 LSTM / Deep RNN Temporal sequence 
modeling; gated mem-
ory

RUL RMSE 13–22 cycles Tensor Flow / PyTorch; expanded 
IIoT sensor infrastructure

2020–2022 CNN-LSTM Hybrid; At-
tention

Joint spatial-temporal 
learning; interpretabil-
ity

Fault accuracy 97–99% Edge AI chips (NVIDIA Jetson); fed-
erated frameworks

2022–2024 Transformer; LLM-aug-
mented

Long-range attention; 
zero-shot transfer

RUL RMSE 10–15 cycles Foundation models; digital twin 
integration

Table 3: Evolutionary Trajectory of Predictive Maintenance Models (2000–2024)
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As Figure 3 shows, the performance of models has evolved very rapidly over the last decade. Since the early classical ML meth-
ods were already approaching 78% accuracy (around 2010122014), the science has seen a consistent growth, with modern hybrid 
and transformer-based architectures approaching 99% accuracy by 2024. The trend demonstrates the tremendous effect of deep 
learning developments and hybrid model methods on predictive maintenance.

Figure 2. Evolution of best-reported accuracy of predictive maintenance models over time (2010–2024), based on the chronological 
trajectory presented in Table 3.

Table 4: IIoT Deployment Suitability Assessment by Model Family

4.3 IIoT Integration and Deployment Suitability

Table 4 evaluates the appropriateness of each model family to be deployed in the operation limits of IIoT settings, such as edge 
computing resource capacity, real-time latency needs, and data availability specifications.

Model Family Edge Deployable Real-Time Capable Data Requirements Labeled Data Needed Explainability

Linear / ARIMA Yes Yes Low Moderate High

Decision Tree / 
Random Forest

Yes Yes Medium High High

XGBoost / 
LightGBM

Yes (with pruning) Yes Medium High Medium

SVM Partial (small models) Yes Medium High Low
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MLP / Shallow 
ANN

Yes Yes Medium-High High Low

1D-CNN Yes (optimized) Yes High High Medium

2D-CNN (Spec-
trogram)

Partial Near-Real-Time High High Medium

LSTM / GRU Partial (quantized) Near-Real-Time Very High High Low

CNN-LSTM Hy-
brid

No (cloud required) No Very High Very High Low

Auto encoder Yes (encoder only) Yes Medium Low (unlabeled OK) Low

Transformer No No Very High High Medium

Transfer Learn-
ing

Yes (fine-tuned) Yes Low (target) Low (few-shot) Medium

Note. Edge Deployable = can be deployed to microcontroller 
or embedded GPU platforms without being connected to the 
cloud. Real-Time Capable = inference latency with sub-second 
response time on generation of maintenance alerts. Labeled 
Data Requirement = relative fault example annotation require-
ment.

Table 5: Model Performance on Standard Predictive Maintenance Benchmark Datasets

Note. RMSE = Root Mean Squared Error (the less the better with RUL estimation). AUC = Area Under ROC Curve (the larger the better). 
Any findings based on or derived out of the mentioned research. IF = Isolation Forest. AE = Auto encoder. Attn = Attention mechanism.

4.4 Dataset Benchmark Comparison

Table 5 provides an overview of results of selected model ar-
chitectures on popular public benchmark datasets, making it 
possible to directly compare the methodologies of studies.

Dataset Task Best Classical 
ML

Best CNN Best LSTM/GRU Best Hybrid Reference

CWRU Bearing Fault Classifica-
tion

SVM: 94.8% 2D-CNN: 99.6% LSTM: 97.2% CNN-GRU+Attn: 
99.1%

Hoang & Kang 
(2019)

CMAPSS FD001 RUL Estimation 
(RMSE)

SVR: 28.4 1D-CNN: 18.6 Bi-LSTM: 13.2 CNN-LSTM: 11.7 Zheng et al. (2017)

CMAPSS FD004 RUL Estimation 
(RMSE)

RF: 39.2 1D-CNN: 26.8 LSTM: 21.4 CNN-Trans-
former: 17.3

Zerveas et al. 
(2021)

PRONOSTIA Bear-
ing

RUL Estimation 
(RMSE)

ARIMA: 18.3h CNN: 12.1h LSTM: 9.8h CNN-LSTM: 7.4h Liu et al. (2020)

MIMII Industrial 
Fan

Anomaly Detec-
tion (AUC)

IF: 0.79 CNN-AE: 0.89 LSTM-AE: 0.91 VAE: 0.94 Principi et al. 
(2019)

PHM2012 Bearing RUL Estimation 
(RMSE)

SVR: 22.7 2D-CNN: 14.3 GRU: 11.9 CNN-GRU: 9.2 Cheng et al. 
(2020)
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The process of translating AI and machine learning (ML) mod-
els from controlled research settings to actual industrial appli-
cations presents a series of complex and practical challenges 
that are not well represented in the current literature. Both the 
researcher who is developing more deployable solutions as 
well as the practitioner who is evaluating the potential for using 
these technologies will understand these challenges.

5.1 Data Quality and Availability

Industrial sensor data inherently has varied quality issues im-
pacting the performance of models substantially. Missing val-
ues occur regularly in operational data streams for a variety 
of reasons such as sensor failure or network downtimes, and 
planned system downtimes. Time series misalignment occurs 
as a result of the differing sample rates for each type of data 
from sensors and because data is captured by different sys-
tems at different time intervals. In addition, sensor drift is de-
fined as the gradual loss of calibration over time, which adds a 
systematic bias to the data that can corrupt model trained on 
the features of different samples.

One of the most significant data challenges with predictive 
maintenance data is its inherent class imbalance; for exam-
ple, the presence of faulty operating conditions among reliable 
pieces of industrial equipment can amount to less than 0.122% 
of the overall operational history. This significant imbalance 
between the two different classes can create a situation where 
the standard metrics used to evaluate a model/algorithm’s 
accuracy and performance will not provide accurate results 
and complicate the model/algorithm training process that as-
sumes reasonably well-balanced distributions of classes. Vari-
ous methods of class imbalance mitigation have been

The chart (figure 3) below shows how the family of models are distributed across the 25 studies that were reviewed. The most 
commonly used methods were ensemble, tree-based approaches (Random Forest and XGBoost), followed by CNNs and LSTMs. 
This distribution reflects both the usefulness of ‘classical’ models in industry applications and the increased focus on deep learning 
methods in research.

Figure 3. Frequency of usage of different AI/ML model families across the 25 peer-reviewed studies analyzed in this review.

suggested in the literature, including oversampling meth-
ods such as SMOTE and ADASYN, implementing cost-sensitive 
learning and augmenting with Generative Adversarial Networks 
(GANs), each of which has its own risk of introducing synthetic 
data artefacts, and model overconfidence (He & Garcia, 2009).

Even more of a limitation is the dearth of labeled fault data. The 
specialist knowledge, time, and access to the physical assets 
are needed to expertly annotate the fault types, severities and 
onset times. Faults occurrences in most industrial environments 
are not systematically captured in structured data formats, and 
maintenance log entries can be partial, inconsistently coded or 
not present at all. Such annotation gap is highly detrimental to 
the amount of ground-truth labeled data to train supervised 
models, especially rare or catastrophic failure modes.

5.2 Computational Constraints and Edge Deployment

ML inference at the edge is becoming more necessary to IIoT 
architectures, to provide the low latency and network indepen-
dence needed to respond to faults in real-time, on the sensing 
devices themselves or local gateways that are co-located with 
the monitored equipment. Nevertheless, edge computing plat-
forms are highly constrained in terms of computing resources: 
microcontrollers can have as little as 256 KB of RAM and have 
no floating-point hardware, and industrial edge gateways can 
range from 1 to 4 GB RAM and low-power ARM processors, com-
pared to the GPU accelerators commonly used to train models.
Models of deep learning that can be run on edges need to be 
significantly reduced in size with techniques such as weight 
quantization (reducing 32-bit or 4-bit network representations 
to 8-bit or 4-bit), structured pruning (training small student

5 Real-World Implementation Challenges
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networks to approximate larger teacher networks), and knowl-
edge distillation (training small student networks to replicate 
larger teacher networks). Both compression methods present 
accuracy-efficiency tradeoffs that need to be defined in the 
definite application in industry. Wu et al. (2021) showed 8-bit in-
teger quantization of an LSTM RUL predictor decreased the mod-
el size by 71 and inference time by 63 with a 1.2 percentage point 
drop in accuracy- indicating that intensive quantization can be 
frequently used without causing intolerable performance loss.

5.3 Model Generalization and Domain Shift

When using models that are trained on information about finite 
operating conditions, equipment configurations, or environ-
mental conditions, the model usually shows significant per-
formance degradation when used on ostensibly similar assets 
under different conditions. This domain shift issue is especially 
severe in predictive maintenance since industrial equipment 
can be used in a wide range of speed, load, temperature, and 
lubrication conditions which fundamentally change the sta-
tistical properties of sensor signatures-even in the same fault 
mode. When a bearing fault occurs at the 2X rotational fre-
quency during operation below 1500 RPM, the vibration signa-
ture is qualitatively different to the vibration signature of the 
same fault type when operating at 3000 RPM.

Variability in conditions is further aggravated by manufactur-
ing variability: nominally the same assets produced in the same 
manufacturing run have unique differences in bearing clear-
ances, roughness of surface, and resonance frequencies that 
affect fault signatures. Li et al. (2020) reported a reduction in ac-
curacy of up to 15-34 percentage points when fault classifiers 
trained on a single motor unit were used on a second unit of the 
same model type without domain adaptation- demonstrating 
the high risk of making assumptions about model transferabili-
ty across physically different assets.

5.4 Integration with Legacy IIoT Infrastructure

Lots of industrial plants use outdated equipment and control 
systems that predate modern IIoT architectures, and use pro-
prietary communication protocols, closed data formats, and 
closed operational technology (OT) networks that are kept in-
tentionally apart to form information technology (IT) networks 
due to security and reliability concerns. The translation of pro-
tocols, secure data extraction procedures, and sensitive con-
trol of the OT-IT convergence boundary are needed to integrate 
ML-based predictive maintenance systems with these environ-
ments.

The practical issues of retrofit IIoT sensor deployments on older 
equipment include locating suitable points of attaching vibra-
tion sensors, running signal wires without disrupting the existing 
control wiring, and commissioning wireless sensor nodes that 
have to coexist with industrial electromagnetic fields. These 
retrofitting activities are often underestimated by the cost and 
complexity of the activities done in research studies that as-
sume clean and well-instrumented datasets.

5.5 Security and Privacy Concerns

Cybersecurity attack surfaces with IIoT predictive maintenance 
systems are qualitatively different than those of isolated indus-
trial control systems due to the connectivity requirements of 
these systems. Adversarial signals can be introduced into sen-
sor data streams, or they can be manipulated or intercepted to 
inject adversarial signals that can corrupt the inputs to ML mod-
els, potentially leading to false alarms that trigger unnecessary 
maintenance, or more perilously, to suppress real fault alarms. 
Literature on adversarial robustness of predictive maintenance 
ML models is very scarce, which is a serious gap considering the 
safety-awareness of industrial maintenance decisions.

The issue of data privacy is especially relevant in federated 
learning related to the case of multiple organizations that are 
interested in collaboratively training predictive maintenance 
models without the need to share the proprietary operational 
data. Although the architectural separation of raw data during 

federated learning and the model training process involves a 
design that prevents information about training data proper-
ties to be leaked, gradient-based model updates can expose 
information about training data properties, and differential pri-
vacy systems should be constructed in a way that offers mean-
ingful privacy guarantees without adversely affecting model 
accuracy.

5.6 Model Interpretability and Human Trust

The maintenance decisions usually have high cost, safety and 
liability consequences in the industries, which necessitate hu-
man expert supervision and approval. It is understandable why 
maintenance engineers and plant managers are hesitant to 
take action on maintenance warnings provided by black-box 
models the logic of which cannot be verified or checked against 
domain knowledge. This interpretability feature poses a funda-
mental conflict with the performance benefits of deep learning 
complex architectures.

Several explainable AI (XAI) models, including Shapley additive 
explanation (SHAP) values, local interpretable model-agnostic 
explanation (LIME), gradient-weighted class activation map-
ping (Grad-CAM), and attention visualizations, have success-
fully been used for predictive maintenance predictions. For in-
stance, Serradilla et al. (2022) reported that by applying SHAP 
analysis to Random Forest predictions regarding wear on CNC 
machines, they could provide interpretable features related to 
the impact of surface roughness, cutting force of the machine, 
and spindle vibration frequency as defined by engineers; these 
features had high levels of credibility and actionability from the 
perspective of maintenance and resulted in a much higher lev-
el of model acceptance for engineers’ decisions about machine 
maintenance.

A systematic review of the literature under consideration shows 
that there are a number of critical gaps between the existing 
state of AI and ML research in predictive maintenance and the 
needs of effective, scalable, and reliable IIoT implementation. 
These gaps can be considered as the limitations of the cur-
rent body of work, as well as the areas of the greatest priority in 
terms of the future research contribution.

The key challenges in the literature are summarized in figure 
4. The lack of labeled data, challenges in implementing edges, 
and inadequate generalization to various operating conditions 
and assets are the most often emphasized. All these challenges 
are signs of the critical directions of future research in spite of 
the great improvement in accuracy achieved in recent years.

6. Research Gaps and Limitations
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Resting on the research gaps identified, and considering the 
new trends in the sphere of AI/ML and industrial IoT, it is possible 
to outline a number of high-priority research directions in the 
development of the field of AI-based predictive maintenance.

Federated learning models present an exciting opportunity to 
facilitate joint model training across multiple industrial loca-
tions without having to share proprietary operational informa-
tion. Federated methods can also exploit the statistical efficien-
cies of multi-site data by training models with site-specific data 
and only sending updates to the models instead of raw data, 
allowing data sovereignty, which is a considerable

 practical impediment to data sharing in competitive industri-
al settings. A high-priority research direction is to develop pre-
dictive maintenance-specific federated architectures that can 
address non-IID data distributions, equipment heterogeneity, 
and communication bandwidth constraints (Li et al., 2020).

Large-scale pre training and foundation models on industrial 
time-series data provide the promise of general-purpose pre-
dictive maintenance models with high zero-shot and few-shot 
transfer properties- corresponding to the effect of large lan-
guage models in NLP. By building industrial time-series founda-
tion models trained on a wide variety of equipment types

Figure 4. Major challenges and research gaps in IIoT predictive 
maintenance identified in the reviewed literature.

From the literature I analyzed, there is a significant gap in the 
current state of predictive maintenance research for Industri-
al Internet of Things (IIoT) systems with regard to how research 
translates to practical deployment, robustness, and general-
izability. One of the primary issues is the absence of scalable 
and lightweight model architectures that are viable for edge 
deployments; most existing studies have centered on studying 
models in an unconstrained computational environment (e.g., 
a datacentre) and have not considered whether models would 
be practically feasible for real-world deployment. A scant mi-
nority (4 out of 25 studies) have accounted for edge-computing 
limitations, despite the necessity of performing on-device infer-
encing in the industrial landscape. Relatedly, I also discovered 
that there had been insufficient attention placed on performing 
real-time processing in dynamically changing, non-stationary 
environments, where the distribution of sensor data changes as 
a result of operational variability (e.g., load changes, changes in 
the environment). Of the studies examined, fewer than 30% re-
ported performance assessments under such conditions, and 
there is still limited availability of standardised benchmarking 
procedures or robust adaptive learning techniques capable of 
continuously updating without catastrophic forgetting. Lastly, 
I found that there was little attention paid to security, as none 
of the studies I reviewed systematically addressed the issue of 
adversarial robustness, thus placing predictive maintenance 
systems at risk of sensor spoofing or malicious manipulation 
of data within the increasingly connected nature of industrial 
networks.

Further deficiencies exist with respect to the interpretability 
of the models considered here (more so in the realm of deep 
learning), their applicability across domains, and their use in a 
consistent manner to compare/model similar situations. One 
major constraint is that large-scale deep learning models, 
such as CNN-LSTM hybrids and transformers have a low level 
of interpretability while smaller-scale models have low pre-
dictive capability. The continual presence of some trade-off 
between accuracy and interpretability should be noted as well 
(this continues to be evident in many research studies). Of the 
25 research studies reviewed, only 6 of them implemented ex-
plainable Artificial Intelligence techniques; furthermore, only a 
few of them considered alternative model architectures that 
are more inherently interpretable. Across industries and asset 
types, there is limited evidence to support that the generaliz-
ability of the data generated from these models can be extend-
ed beyond rotating machinery in manufacturing; however, the 
opportunity to improve performance in data-scarce environ-
ments, through the use of cross-asset transfer learning, has not 
received sufficient attention. Finally, the significant absence of 
a standardized set of evaluation protocols makes it very diffi-
cult to compare the results from the various studies, resulting 
from the lack of consistency in preprocessing of data, train-test 
split of the dataset, and method of performance metrics. The 
development of integrated multi-physics models, and digital 
twins remains in its infancy but could potentially improve learn-
ing efficiencies and generalizability of models by embedding 
domain knowledge in data-driven frameworks.

7. Future Research Directions
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and operating conditions then further fine-tuning on a small set 
of tasks may significantly decrease the amount of labeled data 
currently needed to deploy models to well-instrumented, da-
ta-rich industrial environments.

Neuromorphic computing architectures based on biological 
neural systems provide a fundamentally different implemen-
tation of edge AI inference, processing information with sparse 
spike-timing patterns, which require orders of magnitude less 
energy than traditional digital computing. Spiking neural net-
works around time-series anomaly detectors and fault classi-
fication may allow continuous monitoring of battery-powered 
wireless sensor nodes that currently do not have the compu-
tational resources to perform any ML inference, expanding the 
range of IIoT predictive maintenance coverage by a significant 
factor.

Application to large language models (LLM) as natural lan-
guage interfaces to predictive maintenance systems, where 
maintenance engineers can query model predictions, seek ex-
planations, and interpret historical patterns in the form of con-
versational interfaces, is a novel area of application that can 
significantly decrease the amount of domain knowledge need-
ed to successfully operate a PdM system, and increase the ac-
cessibility of AI-driven insights to non-expert staff.

The systematic review that is provided in this paper demon-
strates a multidimensional and consistent story of advances 
in AI-based predictive maintenance over the last decade. The 
historical trend of statistical regression methods to classical 
ensemble methods to deep learning architectures and hybrid 
models can be seen as both the coming of age of machine 
learning as a field and the facilitating effect of growing IIoT data 
infrastructure to have complex models trainable and, more and 
more, deployable.

The gains in performance observed in sequential model gen-
erations are large and significant: the increase in accuracy of 
SVM-based fault classifiers of 90-93 percent to CNN-LSTM hy-
brid systems of over 98 percent are not just benchmark over-
fitting. Likewise, the decrease in RUL estimation RMSE between 
40-60 cycles in earlier statistical methods and 10-15 cycles in 
current state-of-the-art transformer models indicates ad-
vances to temporal modelling capacity that can be converted 
into operationally significant and significantly earlier mainte-
nance prescribed interventions.

Nonetheless, another important gap identified in the review is 
between the laboratory performance and the operational de-
ployability. Models with the highest reported accuracy are often 
the least easily IIoT-integrable: not only do they need prohibitive 
computational power to deploy to the edge, but they also need 
extensive labeled training data which most industrial assets do 
not have, are not interpretable to be accepted by human ex-
perts, and often have not been tested on the distribution shift 
conditions that characterize real industrial operation. The most 
significant challenge to the field in the next decade is this gap 
between the performance of research and deployment readi-
ness.

The advent of compression-aware lightweight architectures; 
federated learning models; and explainable AI methods are 
promising that the research community will start tackling the 
deployment gap in a systematic manner. More rigorous com-
parative assessment has also been made possible by the in-
creased availability of open benchmark datasets (CWRU, 
CMAPSS, PRONOSTIA, MIMII) but the standardization of evalua-
tion protocols has not been fully achieved. The community call 
to come up with shared evaluation systems similar to the case 
in computer vision and NLP benchmarking communities would 
be of help to the field.

The purpose of this systematic review of literature was to ex-
amine how AI and Machine Learning Models can predict when 
to perform maintenance on industrial IoT systems. Reviewed 
articles were published between 2010-2024, a total of 25 journal 
articles. The review follows a clear developmental path: starting 
with classical statistical and machine learning methods, which 
need to perform manual feature engineering, to CNN and LSTM 
architectures which can learn representations directly on sen-
sor data, to modern hybrid models and transformer architec-
tures which push the limits of diagnostic and prognostic accu-
racy.

There are a number of major conclusions which can be drawn 
out of this analysis. To begin with, there cannot be a single 
model architecture that is superior in all the facets of predictive 
maintenance performance: classical ensemble models (Ran-
dom Forest, XGBoost) are both more interpretable and efficient 
in terms of computation and edge deployability in the setting 
where the availability of labeled data is moderate and less strict 
in terms of accuracy demands. Deep CNN-LSTM hybrid models 
and attention-enhanced models are most accurate in diag-
noses but also consume large amounts of computational re-
sources and large amounts of training data. The unsupervised 
auto encoder methods have the unique advantage of finding 
anomalies in the typical industrial problem case where there is 
no labeled fault data.

Second, the history of model evolution has been a dialectic of 
increasingly better performance and practicality of deploy-
ment: each new generation of more capable architectures 
has necessitated the next development of compression, ad-
aptation, and efficiency methods to regain feasibility of de-
ployment. Moving forward, the trend of creating an innovative 
performance and then creating an innovative deployment will 
probably continue due to the introduction of foundation mod-
els and neuromorphic computing techniques into predictive 
maintenance.

In addition to the choice of model architecture, this area is fac-
ing unsolved problems related to the following: data quality and 
availability; adversarial robustness; cross-asset generalization; 
interpretability; and seamless integration with IIoT. All of these 
areas need work done on them and continue to be actively 
researched. Collaborative solutions among machine learning 
researchers, industrial engineers, cybersecurity researchers, 
and domain experts will need to be created in order to address 
these issues. There are very few examples of such collaboration 
currently published in the literature.

This review offers researchers getting started in predictive 
maintenance, practitioners who are choosing and using AI-
based maintenance systems, and technology strategists look-
ing for areas to invest in industrial AI a structured framework. 
There is an ongoing evolution of the Industrial Internet of Things 
(IIoT) systems, along with an increase in the number of data. 
This has opened many opportunities for AI-based predictive 
maintenance to change how operations are conducted in in-
dustry. The research community is continuously developing 
tools that will allow for the application of this potential in the 
manufacturing environment.

8. Discussion

9. Conclusion
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